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LINUX SECURITY SUBSYSTEM 

§  Linux has a modular security interface. 
•  Consists of hooks that are called from the rest of the kernel to enforce security policy 
•  Provides default implementations that generally allow all access 

§  SELinux and other security modules provide different hook 
implementations to enforce their own policy. 

§ Our Goal is to provide a security interface to control access to 
InfiniBand networks and enhance SELinux to enforce user 
defined policy. 
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WHAT IS SELINUX? 

§  SELinux is a Mandatory Access Control (MAC) scheme for Linux 
•  Central policy is loaded upfront into the kernel 

•  Standard policies are typically provided by the Linux distribution 
•  Applications cannot override or modify this policy 

§  Benefits 
•  Differentiate a user from the applications that the user runs 
•  Restrict application access only to what is required to perform its task 
•  Allow granular policy segregation 
•  Example 

•  Run 2 instances of a Web Server: “top-secret” and “standard” 
•  Each server can only 

•  Receive traffic from specific network interfaces 
•  Open sockets on specific ports 
•  Serve files from specific directories 
•  Communicate only with specific peer addresses 

§  Type enforcement is the main security mechanism used by SELinux 
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SELINUX IP/ETH NETWORKING 
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INFINIBAND RDMA FLOW 
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PARTITIONS AND QPS 

§  Partition – Connects a subset of end nodes to a virtual fabric.  
•  Partition configuration of the nodes is managed by the Subnet Manager (SM) via the 

Subnet Management Interface (SMI). 
•  Ports may be members of multiple partitions at once 
•  PKey – partition label (a field in the BTH header) 
•  Partitioning is enforced in the hardware. 

 
 
 
§ Queue Pairs – The basic means of communication in InfiniBand 

•  Bound to a single partition prior to communication. 
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SELINUX AND KERNEL CHANGES 

§  Several new LSM hooks are needed to enforce security for 
InfiniBand. 
•  Allocating security contexts.  Security context are an opaque structure, they are 

stored by the QP and MAD agents and provided to the other security hooks for 
access verification. 

•  Freeing security contexts. 
•  Checking for SMI access.  Take a device name, port number, and security context 

and verify the caller has permission to use the SMI. 
•  Checking for PKey access.  Takes a subnet prefix, PKey, and security context to 

verify the caller can access that PKey. 
•  Registering and freeing a callback to be notified about security policy and 

enforcement changes. 
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INFINIBAND DRIVER CHANGES 

§  Control access to the SMI 
•  Prevents unauthorized modifications to virtual fabric topology. 
•  Enforced during MAD agent registration, only authorized users can create an SMI 

MAD agent. 

§  Control QP access to Partitions 
•  Only allow users authorized access to a partition to connect a QP on that partition. 
• When a QP is created it inherits the security ID of the process creating it. 
• Whenever the QP is modified with changes to PKey index, port, or alternate path a 

check is made to verify it has access for the new configuration. 
•  If the QP is a shared QP all open handles must have permission for the new 

settings. 
•  Maintain lists of which QPs are using each PKey index on a port.  If the PKey table 

or GID changes walk the list and check that each QP has permission. 
•  If not move the QP to error and raise a QP fatal event.  
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INFINIBAND DRIVER CHANGES 

§  Implementation is not hardware dependent. 
•  Security is enforced in the ib_core, ib_mad, and ib_umad kernel modules. 

§  Access control is in the control path. 
•  Users retain the normal performance characteristics of their InfiniBand fabric. 
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SAMPLE POLICY LABELING SYNTAX 
attribute pkey_type; 
type pkey_t, pkey_type; 
sid pkey gen_context(system_u:object_r:pkey_t,s0) 
 
type staff_allowed_pkey_t, pkey_type; 
type admin_allowed_pkey_t, pkey_type; 
type default_pkey_t, pkey_type; 
 
pkeycon fe80:0:0:0:: 0xffff gen_context(system_u:object_r:default_pkey_t,s0) 
pkeycon fe80:: 0x8001 gen_context(system_u:object_r:staff_allowed_pkey_t,s0) 
pkeycon fe80:: 0x8002 gen_context(system_u:object_r:admin_allowed_pkey_t,s0) 
 
attribute ibdev_type; 
type admin_ibdev_t, ibdev_type; 
type staff_ibdev_t, ibdev_type; 
 
type ibdev_t, ibdev_type; 
sid ibdev gen_context(system_u:object_r:ibdev_t,s0) 
 
ibdevcon mlx4_0 1 gen_context(system_u:object_r:admin_ibdev_t,s0) 
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SAMPLE POLICY ALLOW SYNTAX 

allow sysadm_t default_pkey_t:infiniband_pkey access; 
allow sysadm_t admin_allowed_pkey_t:infiniband_pkey access; 
 
allow staff_t default_pkey_t:infiniband_pkey access; 
allow staff_t staff_allowed_pkey_t:infiniband_pkey access; 
 
allow sysadm_t admin_ibdev_t:infiniband_device smi; 
allow staff_t staff_ibdev_t:infiniband_device smi; 
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DEMO CONFIGURATION 

§  Two roles 
•  Staff_r 
•  Admin_r 

§  Four available partitions 
•  Default (0xFFFF) – both allowed 
•  Staff allowed (0x8001) 
•  Admin allowed (0x8002) 
•  Neither allowed (0x8003) 

 
§  SMI 

•  Admin allowed on mlx4_0 port 1. 
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ADMIN TO ADMIN ON ADMIN PARTITION 
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ADMIN TO STAFF ON STAFF PARTITION 
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Note	  in	  this	  case	  only	  the	  Admin	  side	  
encounters	  an	  EACCESS	  error.	  	  The	  Staff	  side	  
just	  has	  an	  error	  connecDng.	  
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ADMIN TO STAFF ON THE DEFAULT PARTITION 
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SMI 
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POLICY UTILITIES 
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§  This tool generates policy code to allow violations in the audit log. 
§  If we added the three allow lines for “rdma_pkey” the access errors 

in the demo would be allowed. 



OpenFabrics Alliance Workshop 2016 

CONCLUSION 
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§  Targeting submission for 4.7 Kernel 
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