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Presentation Overview (%

1. Why analyze IB packets

2. How to capture IB packets

3. Comparison of IB capture tools

4. Our use of the tools to analyze packets
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1. Why analyze IB packets OE%CS

————— —

——

Protocol study, debug, verification, and research

Monitor IB network performance

Analyze inter-packet delay (IPD)

Observe Flow Control and Congestion Control
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http://www.mellanox.com/

« CatC analyzer........................ Hardware box inline between ports

http://www.teledynelecroy.com/
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2. How to capture IB packets (%

* ibdump features

— Software package freely available from Mellanox Technologies

http://downloads.linux.hp.com/downloads/MLNX OFED/suse/SLES11-
SP2/x86 64/2.2 1.0.1/ibdump-2.0.0-8.x86 64.rpm

— Requires NO physical change to the network
— Runs on an IB host & Captures packets on an IB interface on that host
— Works for all IB data rates: SDR, DDR, QDR, FDR10, FDR

— Dumps a.pcap file which can be loaded by Wireshark
http://www.wireshark.com/
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Wireshark view of ibdump capture .

ALLIANCE

Yo, Time Source Destinaticn Protocol Length Info -
37 7.842593 LID: 3 LID: 7 nfinisand 30 RC Acknowledge ——
38 7.842600 LID: 7 LID: 3 nfinigand 26 RC Send only
39 7.842603 LID: 3 LID: 7 nfinigand 30 RC Acknowledge
40 7.842613 LID: 7 LID: 3 nfinigand 4138 RC RDMA Write First
41 7.842615 LID: 7 LID: 3 nfinigand 4122 RC RDMA wWrite middle
42 7.842618 LID: 7 LID: 3 Infinigand 4122 RC RDMA Write Middle
43 7.842620 LID: 7 LID: 3 Infinigand 4122 RC RDMA Write Middle
44 7.842623 LID: 7 LID: 3 InfiniBand 4122 RC RDMA Write Middle
45 7.842625 LID: 7 LID: 3 InfiniBand 4122 RC RDMA Write Middle
46 7.842629 LID: 7 LID: 3 InfiniBand 4122 RC RDMA Write Middle
47 7.842631 LID: 7 LID: 3 nfinigand 4122 RC RDMA write middle
48 7.842633 LID: 7 LID: 3 nfinisand 4122 RC RDMA write middle
49 7.842636 LID: 7 LID: 3 nfinisand 4122 RC RDMA write middle
50 7.842638 LID: 7 LID: 3 nfinisand 4122 RC RDMA write middle

7 7 E] nfinieand
52 7.842642 LID: 7 LID: 3 nfinisand 4122 RC RDMA write middle
53 7.842644 LID: 7 LID: 3 nfinigand 4122 RC RDMA write middle
54 7.842647 LID: 7 LID: 3 nfinigand 4122 RC RDMA wWrite middle
55 7.842649 LID: 7 LID: 3 nfinigand 4122 RC RDMA Write Last
CE 7T DANCECH T nl T i T amA = e T ] LA Tl ) P P

4 ]

# Frame 51: 4122 bytes on wire (32976 bits), 4122 bytes captured (32976 bits) on interface 0
# Extensible Record Format
= Infinigand
= Local Route Header
o = Virtual Lane: 0x00
0000 = Link version: 0
0000 .... = Service Level: 0
00.. = Reserved (2 bits): 0
vevs «.10 = Link Next Header: 0x02
Destination Local ID: 3
oooo 0... e ve.. = Reserved (5 bits): O
.100 0000 0110 = Packet Length: 1030
source Local ID: 7

Base Transport Header
opcoae: 7

0... .... = solicited Event: False
.1.. .... = MigReq: True
.00 .... = Pad Count: O
0000 00 02 00 03 04 06 00 OF OF 40 ff £Ff 00 Q0 Oc 32 ........ e..... 2
0010 00 69 82 df 3a 3b 3c 3d 3e 3 40 41 42 43 44 45 i =>7@ABCDE

FGHIJKLM NOPQRSTU
0030 56 57 58 59 5a 5b 5c 5d Se 5f 60 61 62 63 64 65 vixyz [\] 4_"abcde
0040 &6 67 68 69 6a 6b 6c 6d 6e & 70 71 72 73 74 75  fghijkIm nopgrstu
0050 76 77 78 79 Fa 7b Fc 7d TFe 20 21 22 23 24 25 26 \I-"I.;Q‘{yz{l} ~ 1"#3%E

L N1 2 IARR
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iIbdump (%

* ibdump limitations

— Cannot capture Flow Control Packets (FCP)

— Packets may get lost if the data rate is high, e.g. FDR (56Gbits/s)

— Works only on Mellanox HCAs

— Doesn’t work between switches because it is software running on nodes
— Max capture size depends on the available host RAM or Disk space

— Inaccurate packet timestamps (in microsecond) (show this next)
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Inaccurate microsecond timestamps in ibdump
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2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
2074 RC RDMA Write Middle
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2. How to capture IB packets OE%CS

—————

e —

« CatC analyzer features

— Hardware analyzer from LeCroy
https://www.teledynelecroy.com

— Must be physically placed into an IB link between two IB ports

— Dumps an .ibt file which can be loaded by its IBTracer software

— Works only for SDR (8Gbits/s) data rate
— Works for any type of IB HCAs and switches
— Accurate packet timestamps (in nanosecond)

— Captures ALL packets on the link, including Flow Control Packets (FCP)
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https://www.teledynelecroy.com/

CatC analyzer (%

« Captures packets passing through it in both directions
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CatC analyzer Capture OPENFE;;‘;S

ALLIANCE

Packet RDMA WRITE ICRC VCRC Time Delta Time Stamp —
140951 0x0018 | 0x001B F I 1024 dwords 0xDBCDB312 0x22F5 56 ns 00002.1159 16524 ==

Packet | || Link FC FCTBS WL FCCL LPCRC | |HEIEM Time Stamp
140952 normal 2972 0x0 B41 0x3CA1  |[40ns| 000021159 16538
Packet | || Link FC FCTBES VL FCCL LPCRC | [EIES Time Stamp
140953 normal 2972 0x0 642 0xDFSD  |[-Bns| 00002.1159 16550
Packet | || Link FC FCTBS WL FCCL LPCcRC || _ Time Stamp
140954 normal 2972 0x0 693 0xDA7E  |[448ns|  00002.1159 16550
Packet | || Link FC FCTBS VL FCCL LPCRC || | Time Stamp
140955 normal 2972 0x0 699 0x7565 |[568ns| 000021159 16664
Packet | || LinkFC FCTBS WL FCCL Lrcre || | Time Stamp
140956 normal 2972 0x0 700 0x1227  |[568ns|  0O002.1159 16808
Packet | || Link FC FCTBS VL FCCL LPcre | | Time Stamp
140957 normal 2972 0x0 701 0xB33C |[760ns|  00002.1159 16952
Packet R Link FC FCTBS WL FCCL LPCRC | Time Stamp
140958 normal 2972 0x0 702 0x5010  |[568 ns| 000021159 17144
Packet | || Link FC FCTBS WL FCCL LPCRC || | Time Stamp
140953 normal 2972 0x0 703 0xF10B  |[368ns|  0ODD2.1159 17288
Packet | || Link FC FCTBS WL FCCL Lrcre ] | Time Stamp
140960 normal 2972 0x0 704 0x9902 ||568ns| 00002.1159 17382
Packet | || LinkFC FCTBS WL FCCL LPCRC | (L Time Stamp
140961 normal 2972 0x0 705 0x38C9  |[|56ns| 00002.1159 17526
Packet | || Link FC FCTBS VL FCCL LPCRC | ML Time Stamp
140962 normal 2972 0x0 706 0xDBES 00002.1159 17542

Packet ) RDMA WRITE ICRC VCRC Time Delta Time Stamp
140963 0x0018 | 0x001B M 1024 dwords || OxCOOA3ABD | 0x2FB5 12 ns 00002.1159 17555
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CatC analyzer &j

« CatC analyzer limitations

— Only works for SDR (8Gbits/s) data rate
— 2GB recording capacity

— Doesn’t dump in .pcap format, so its capture file cannot use Wireshark
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3. Comparison between ibdump & CatC analyzer captures &)
First Experiment OPENFABRICS

—  _————

One data source is sending 128Mi bytes (MTU = 2k, 65536 E)aékets),
by using RDMA_ WRITE, to the receiver via a MLNX SX6036 switch.

Because there is no competing flow, therefore, there should be no
congestion on the link.

iIbdump on both sides are running at the same time

ibdump_sender Ibdump_recewer

CATc_sender CATc_receiver
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3. Comparison between ibdump & CatC analyzer captures &)
First Experiment

Transferring data packets on a SDR (8Ghits/s) link with no congestion,
if each data packet has 2048 bytes payload (MTU is 2k),
The inter-packet time should be around:

2048 bytes * 8 / (8Gbits/s) = 2 us
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3. Comparison between ibdump & CatC captures on the receive side &)
First Experiment OPENFABRICS

T T T T T T T T T T T T T T
CatC_receiver = —_—
ibdump_receiver "=
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3. Ibdump_receiver raw data (%

First Experiment OPENFABRICS

— Interval (us) | Occurrence |Percentage | === E———
0 6316 9.64% ‘ Interval (us) | Occurrence | Percentage
1 13047 19.91% 319 1 0.00%

2 37644 57.44% 320 2 0.00%
3 7914 12.08% 321 1 0.00%
4 310 0.47% 322 6 0.01%
5 155 0.24% 323 7 0.01%
6 47 0.07% 324 5 0.01%
7 22 0.03% 325 3 0.00%
8 7 0.01% 326 5 0.01%
9 2 0.00% 327 5 0.01%
10 1 0.00% 328 5 0.01%
312 2 0.00% 329 4 0.01%
314 1 0.00% 332 3 0.00%
315 1 0.00% 333 5 0.01%
316 2 0.00% 335 2 0.00%
318 3 0.00% 336 3 0.00%
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Comparison of CatC analyzer captures on both sides &)

First Experiment OPENFABRICS

1 CatC_receiver mm—— —
CatC_sender

100

80 -
g

o 60 |
:
@
o

40

20 +

0

1 2 3
Data Packets Intervals (Microseconds)
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Comparison of ibdump captures on both sides &)

First Experiment OPENFABRICS

—
" ibdump_sender e—————
ibdump_receiver m—
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Ibdump_sender and ibdump_receiver raw data
First Experiment

&

OPENFABRICS

ALLIANCE

| Interval (us) |ibdump_sender | ibdump receiver || Interval (us) |ibdump_sender|ibdump_receiver
Occurrence Occurrence Occurrence Occurrence
0 3106 6316 319 0 1
1 16103 13047 320 0 7
2 38531 37644 321 2 1
3 7203 7914 322 2 6
4 221 310 323 3 7
5 103 155 324 0 5
S X . S—C—
2 11 - 326 0 5
9 0 5 327 0 5
10 0 1 328 0 5
312 0 > 329 0 4
314 0 1 332 0 3
315 0 1 333 0 5
316 0 2 335 0 2
318 0 3 336 0 3

March 19, 2015
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3. Comparison between ibdump & CatC analyzer captures &j
Second Experiment OPENFABRICS

Two data sources, each is sending 128Mi bytes, by using RDMA WRITE, to
the single receiver via a MLNX SX6036 switch.

The expected inter-packet interval from the same source should be 4 us

@ [ bdump_sender 1 ibdu MP_receiver

SDR

CATC_sender

CATc_receiver

Switch

@ -
I
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Comparison of two sender flows on CatC receive side (%
Second Experiment OPENFABRICS

I r | CatC receiver_senderl flow s _
CatC_receiver_sender flow
100 -
80 - i
g
a 60 + 4
g
]
e
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o
40 -
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0
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Comparison of ibdump sender 1 flow on both sides (%

Second Experiment OPENFABRICS

ibdump_sender1 flovy s —
sender 1 flow on ibdump receive side "=
100 + .
80 -
g
o 60 F
g
o
@
o
40 +
20
0 l ] I I I . L L L 1 1 1 1 1
[=1 = [ ] [ = o L= =] (=] w = = = [ (] [53]
°e = M8 8 &

Data Packets Intervals (Microseconds)
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iIbdump sender 1 flow raw data on both sides &j

Second Experiment
Interval ibdump_sender | Percentage ==
(us) Occurrence
0 3263 4.98%
1 2940 4.49%
2 3495 5.33%
3 7081 10.81%
4 41216 62.9%
5 7226 11.03%
6 124 0.19%
7 113 0.17%
8 8 0.01%
) 2 0.00%
10 0 0.00%
11 1 0.00%
12 0 0.00%
338 0 0.00%
339 0 0.00%
340 0 0.00%

March 19, 2015

OPENFABRICS
ALLIANCE

Interval ibdump_receiver | Percentage |

(US) Sender1 Occurrence

0] 4107 6.27%

1 9800 14.95%

2 6034 9.21%

3 5671 8.65%

4 31164 47.56%

5 7798 11.9%

6 253 0.39%

7 441 0.67%

3 106 0.16%

9 15 0.02%

10 8 0.01%

11 4 0.01%

12 1 0.00%

338 0 0.00%

339 1 0.00%

340 0 0.00%
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« 4.1 Flow Control mechanism

« 4.2 Study of the switch buffer size

« 4.3 Study of the tick value
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4.1 Flow Control Mechanism

~ "\ : j j

* InfiniBand — Link Layer Flow Control (FC) mechanism

* |IB sender will NOT send data packets unless it knows for
sure that the other side of the physical link has enough
buffer to hold the data

* Flow Control Packets (FCPs) are used to report the
available buffer space

* Only CatC analyzer can capture FCPs
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4.1 Flow Control Mechanism (%

« FCP format

Flow Control Packet - general format

bits 31-24
bytes

0-3 Op

LPCRC

4-5

« [fAsends aFCP to B, then

— FCTBS: total blocks A has sent to B since link initialization

— FCCL: the sum of the total blocks A has received from B, plus the available buffer
space in A's receive buffer

— Both numbers are increasing monotonically, modulo 4096

— One block is 64 bytes of buffer space
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4.1 Flow Control Mechanism &)

« EXxperiment:

— A sender is sending 128Mi bytes of data to a receiver, using RDMA_WRITE
— MTU = 2k, 65536 data packets

— [Each packet is at least 2048 + 8 + 12 + 6 = 2074 bytes.

2074
64

— Each packet occupies [ = 33 FC blocks
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4.1 Flow Control Mechanism (%

e —— — - = — _/?

« Starting FCCL/FCTBS before A (Tx) sends data packets to B (Rx)

Packet [ [ LinkFC [ FCTBS VL FCCL LPCRC
78415 normial 547 0x0 3206 Ox4A64 |[184.096 ps|  00008.4500 1510
Packet Link FG f FCTBS VL FCCL Il Time Delta Time Stamp

TB416 narrmal 1404 0x0 1341 OxAABF 69,856 ps 00008, 4501 7534

A has sent 1404 blocks to B

Packat - Link FC FCTBS WL LPCRC | M Time Stamp
78417 normal 547 0l OxdAB4 73120ps| 000084501 24598

A receives a FCP from B, in which the FCCL value is 3206
3206 = total blocks B has received from A + the available receive buffer space in B
3206 — 1404 >> 33, based on this calculation, A is able to send a data packet

Vidual Address ICRC YCRC
000007 FIFZ3FFFO40)| 512 dwords || 0A3ETCIFT | D«68190 i ns 000084502 3278
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4.1 Flow Control Mechanism

— ~ I — —

— ——— = =

« FCCL value update -> means one or more blocks are released in B's

receive buffer
ICRC WCRC Tirme Delta Tirne Stamp
512 dwords OxESB43542 0x7/678 -1.388 ps 00003 4502 3817

Packet
78423 O=0004 Dx0005

ROmMA WRITE

ETHIH

Packet R Link FC FCTES WL LPCRC

78424 narrmal 547 0«0 Ox67CC 568 ns 00003.4502 3470
Packet Ay Link FC FCTBS WL LPCRC

78425 normal a47 0x0 0=003E 568 ns 000034502 3614
Packet R Link FC FCTES WL LPCRC

78426 narrmal 547 00 OxA195 936 ns 00003, 4502 3755
Packet Ry Link FC FCTBS WL LPCRC Tirne Delta Time Stamp

742y normal 547 0x0 04265 1.512 ps a0005. 4502 39594

Packet ROmMA WRITE ICRC WERC Time Delta Time Stamp
78428 00004 0x0005 FIGEL||S512 dwords 0x520D46AF3 0x0954 -936 ns 00003.4502 4372
Packet = Link FC FCTES WL LPCRC

78429 narrmal 547 0«0 OxE3A2 568 ns 00003.4502 4138

Packet R Link FC FCTES WL LPCRC

78430 normal 547 0x0 0x3027 392 ng 00003.4502 4252

Packet = Link FC FCTES WL LPCRC

78431 narrmal 547 0«0 O0x2C3C 520 ns 00003.4502 4332

Packet P Link FC FCTBS WL LPCRC Time Delta Time Stamp

78432 normal 0x0 OxCF10 1.508 ps 00003.4502 4514

Packet . ROmA WRITE ICRC WCRC Tirme Delta Tirme Stamp
78433 Q0004 00005 FEIGEL ||512 dwords OxB756095F Dx16F0 932 ns 000084502 4891
Packet R Link FC FCTEBS WL FCCL LPCRC
78434 narrmal 547 00 3219 OxG5ECE 568 ns 000034502 4658
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4.1 Flow Control Mechanism

———— = = — j
« FCTBS value update
Packet ICRC LN Time Delta Tirne Stamp
78545 0x0004 | 00005 512 dwords || 0x7F2388FC | 0x04CE B0 ns 000084502 16319
Packet Ay Link FC FCTBS WL FCCL LPCRC
78546 narmal 547 0x0 3309 0xATCY  [[504 ns| 000034502 16334
Packet A Link FC FCTBS YL FCCL LPCRC
7oad7 normal 547 Ox0 3310 OxddES A6E ns 00003, 4502 16462
Packet - Link FC FCTBS YL FCCL LPCRC
78548 narmal 247 0x0 3311 OxESFE  ||5B8ns|  00008.4502 16606
Packet - Link FC FCTBS WL FCCL LPCRC Time Delta Time Stamp
78549 narmal 547 0x0 3312 0x8B78 160 ns 000054502 16750
Packet |l [ LikFC_ P FCTBSN[ VL | FOCL | LPCRC
78550 narmal 0x0 1341 0xFEEF  [|Ons| 000034502 16750

Packet ICRC LU EIe Tirme Delta Tirne Stamp
78551 0x0004 | 0x0005 512 dwords || 0x12A43AC0 | OxAE74 248 ns 00008.4502 16792
Packet - Link FC FCTES YL FCCL LPCRC
78552 normal 547 0x0 3313 0x2AR0 520 ns 00008.4502 16854
Packet - Link FC FCTES WL FCCL LPCRC
78553 normal 547 0x0 3314 0xCa4C G5 ns 00003.4502 16936
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4.1 Flow Control Mechanism (%

— Before A sends data packets to B, the starting FCTBS value is 1404
Packet T ][ LinkFC [ FCTBS | WL FCCL LPCRC m
78415 normal 547 0x0 3206 Ox4A64 |[164.09 ps|  00008.4500 1510
Packel Link FC_ | FCTBS §| WL FCCL LPCRC m
78416 normal 1404 J[ 0x0 1341 OxAABF || 69856 ys| 000084501 7534
Packet nwm ROMA WRITE Virtual Add “ ICRC WCRC mm
?;iﬁ 00004 00005 RC 06 F A Dﬂ]]]l;aFiFESF:If:DdD 512 dwoards OzAIETC2FT D=6519 H2ns 00008 4502 3278

ICRC YCRC
512 dwords 0xESB43542 0x767 6 -1.388 ps 00008 4502 3817

LPCRC Time Stamp
OxFBEF 0 ns DOD0=. 4502 16790

— The latest FCTBS value is 2262

— (2262 - 1404) / 33 = 26 data packets have been sent from Ato B
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* Object:
MLNX SX6036 FDR switch

Use the CatC analyzer to determine the switch buffer size

Assumption:

1. input-queued switch
2. shared buffer per port, divided by the available Virtual Lanes (VLS)
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The buffer size is an indicator of the latency a program may experience

SDR 1 and SDR 2, two senders are sending data to a SDR receiver
MTU 2k, data transmission is on VL0 (Start SDR 2 later than SDR 1)

1. at the very beginning, each SDR sender can inject packets in 2us
2. when congestion occurs, each SDR sender can only inject packets in 4us

VL Buffer
CatC Analyzer r—
NE

| Switch

\— VL Buffer

CatC Analyzer
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4.2 Study of switch buffer size &)

» Buffer space on each port is not full

« Packets can be put in 2us interval

K VL Buffer

i Switch
k— VL Buffer

X
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« Buffer space on each port is full

« Senders have to wait until there are enough buffer space on switch
port to hold the data packets

K VL Buffer
Switch
& VL Buffer

s
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Receiver e

4us 2us ; 2us 2us
4us 2us ,2us
Phase 3
Buffers are full

B1/..- All - S C >
/4us /2us ZUS) SN B1||B2| - Al| A2+ S
B2 |--- A2 Switch K_Z )

Phase 2 Phase 1
Buffers are filling up Both buffers are empty

Sender

A2: The first data packet of SDR 2 (SDR 2 is started later than SDR 1)

B1l: The first SDR 1 data packet whose inter-packet interval on its
sending side is 4us
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4.2 Study of switch buffer size (%

—

On Mellanox SX6036 switch,

By counting the number of the green packets in the 2"d phase,
the determined switch input VL buffer space is around 32Ki bytes.

With configuration of 4 VLs, 4 * 32Ki = 128Ki bytes for each input port
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4.3 Study of tick value OPéENFAEjBR.CS

Congestion Indicator (counter) PortXmitWait:

Port counter that is used to indicate the "number of ticks during
which selected port had data to transmit but none was sent during

the entire tick either because of insufficient credits or due to

lack of arbitration”
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4.3 Study of tick value (%

PortXmitWalit:

What is the tick?
Tick indicates the node’s sampling clock interval:
encoding value * symbol time

symbol time:

the time required to transmit an 8 bit data quantity onto a physical lane
(SDR symbol time 4ns)

encoding value:
multiple of the symbol time. 1 ~ 256

# perfquery —c LID Port_Number
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4.3 Study of tick value &)

1) Both buffers are empty

PortXmitWait unchanged

‘ 3) Buffers are full

Switch PortXmitWait incremented

Switch

@

2) Buffers are filling up

PortXmitWait unchanged

0

Switch

X

27
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4.3 Study of tick value (%

Phase 3
Buffers are full

ot for the last few green pktS

2us ; 2us 2us ,2us

4us

L =+ |B1l]||B2 Al| |A2 S

Data flow Phase 2

Phase 1
uffers are filling u

Both buffers are empty

A2: Time when SDR R starts receiving packets from both competing flows
B1: Time when the inter-packet intervals on each sender side go up to 4us
L: Time when SDR R receives the last SDR 1 data packet

March 19, 2015
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4.3 Study of tick value &)

« Tick =

Congestion Duration from the PointBlto the Point L

PortXmitwait value increase in the time period (PointBl~ point L )

* Duration of the Congestion = TIMEB1-L - TIMEregular
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4.3 Study of tick value &)

« Congestion time

2us

16us
MLNX MT26428 QDR CA

encoding value = 31 = Ox1F
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